
Robust 2D/3D face mask presentation attack
detection scheme by exploring multiple features and

comparison score level fusion

R. Raghavendra Christoph Busch
Norwegian Biometric Laboratory, Gjøvik University College, Norway.

Email: {raghavendra.ramachandra, christoph.busch}hig.no

Abstract—The face mask presentation attack introduces a
greater threat to the face recognition system. With the evolving
technology in generating both 2D and 3D masks in a more
sophisticated, realistic and cost effective manner encloses the
face recognition system to more challenging vulnerabilities. In
this paper, we present a novel Presentation Attack Detection
(PAD) scheme that explores both global (i.e. face) and local (i.e.
periocular or eye) region to accurately identify the presence of
both 2D and 3D face masks. The proposed PAD algorithm is
based on both Binarized Statistical Image Features (BSIF) and
Local Binary Patterns (LBP) that can capture a prominent micro-
texture features. The linear Support Vector Machine (SVM) is
then trained independently on these two features that are applied
on both local and global region to obtain the comparison scores.
We then combine these scores using the weighted sum rule before
making the decision about a normal (or real or live) or an artefact
(or spoof) face. Extensive experiments are carried out on two
publicly available databases for 2D and 3D face masks namely:
CASIA face spoof database and 3DMAD shows the efficacy of
the proposed scheme when compared with well-established state-
of-the-art techniques.
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I. INTRODUCTION

The face biometrics has evolved as a promising solution
for reliable identity verification applications because of its
high acceptability amongst data subjects. As the adoptability
of the face recognition system increases the vulnerability of the
system for various presentation attacks also increases. The goal
of presentation attack is, for an un-authorized user to get access
to the biometric system by presenting the artificially created
biometric characteristics (i.e. artefact) that can impersonate
an enrolled user [1]. Among the various biometric modalities
available, the face based biometric systems are highly vulner-
able for the presentation attacks since it is very easy for the
attacker to generate the face artefact in a cost effective manner.

The face biometric system can be spoofed by presenting
the artefact of the legitimate user in the form of 2D photo
[2] or by replaying a video [3] or by presenting a 2D or
3D mask [4] [5] [1]. In addition, the organization of various
face presentation attack detection competitions [6] [7] also
shows the importance and challenges in accurately detecting
the attacks on face recognition system. Most of the available
PAD algorithms are based on the analysis of motion, texture
and/or spectrum that in turn can be processed to extract the
information about the normal (or live or real) or artefact (or

spoof) face. Further hybrid schemes that combines both texture
and motion information is also explored for face presentation
attack detection. The motion based scheme involves in ana-
lyzing the variation from the video and hence most suitable
for the video based face recognition system. The existing
motion based schemes include the estimation of optical flow
between successive video frames to differentiate the motion
in the background and the face to identify the attacks [8] [6].
In addition most sophisticated motion magnification schemes
based on Eulerian magnification [9] [6] that can magnify the
minute motions due to the head moments and the Gaussian
Mixture Model (GMM) to extract the face background con-
sistency [10] and then to estimate the non-rigid motion of the
head to identify the artefact presentation from the video is also
well explored. The spatio-temporal texture pattern by exploring
Local Binary Patterns from Three Orthogonal Planes (LBP-
TOP) [11] is also studied to identify the presentation attacks
on the face recognition system. In case of still image based face
recognition system the existing schemes are based on variants
of the LBP [6]. In particular, for 2D mask attack such that
2D masks are generated by printing a high quality samples
on copper papers, the existing schemes are based on using
LBP variants and Difference-of-Gaussian (DoG) [12] that in
turn is used with a classifier like Support Vector Machines
(SVM) or a Linear Discriminant Analysis (LDA) to identify
the presentation attacks.

Recently, a new way of attacks are introduced that involves
attacking face recognition system in a more sophisticated
manner using 3D masks [4] [5] [13] [1]. Here, 3D masks
are generated from ThatsMyFace.com and then attacks are
recorded using the Kinect device that can provide an additional
information to analyze the mask attack not only from the nor-
mal 2D image but also from the depth image. Further, a PAD
algorithm based on LBP and Linear Discriminant Analysis
(LDA) is presented to effectively mitigate the vulnerability of
the 3D mask attack on face recognition system. Recently, a
3D mask attack detection based on local and global features
based on Binarized Statistical Image Features (BSIF) and
spectrogram is presented that shows the better performance
than the existing schemes.

In this work, we propose a novel PAD algorithm that can
detect both 2D and 3D mask attacks on the face recognition
systems. The proposed scheme is inspired by the recent
scheme presented in [1] based on extracting both local and
global features. The local features are extracted to capture the
variation from periocular (or eye) region to reflect the changes
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Fig. 1. Block diagram of the proposed PAD scheme

indicating the presence of mask while the global features will
capture the variation from the face region. We extract both
global and local features more effectively by employing the
BSIF [14] and Local Binary Patterns (LBP) [15] features.
Finally, a linear SVM classifier is trained separately on local
and global features whose scores are combined using weighted
sum rule based on which the decision about mask/real is
made. Extensive experiments are carried out on the publicly
available 2D face mask database namely CASIA face spoofing
database [12] and 3D mask database 3DMAD database [13]
that shows the efficacy of the proposed scheme over well-
established state-of-the-art schemes [5] [13] [16] and [12].

The rest of the paper is organized as follows: Section II
describes the proposed PAD algorithm, Section III describes
the experimental protocol and results and Section IV draws
the conclusion.

II. PROPOSED PRESENTATION ATTACK RESISTANT FACE
RECOGNITION SYSTEM

Figure 1 shows the block diagram of the proposed scheme
for identifying both 2D and 3D face masks to achieve the
presentation attack resistant face recognition system. The pro-
posed scheme is based on exploring both local and global
features that are extracted using both Binarized Statistical
Image Features (BSIF) and Local Binary Patterns (LBP) which
is then provided as an input to linear SVM to obtain the
comparison scores. Finally, the scores corresponding to both
local and global features are combined using weighted sum
rule to accurately detect the presentation attacks. The main
objective of extracting the eye region is to accurately capture
the variation that are especially due to the discontinuities that
might have present due to the presence of mask. This is
because the presence of the mask (2D or 3D) on the face,
will hide the rich details from eye region that are contributing
from eye lashes and eye lids. In addition, the presence of masks
will also introduces strong edges due to the opening of the
eye portion in the mask. The proposed scheme can be broadly
viewed in four important steps that are explained as follows:

A. Face and Eye detection

Given the image I captured by the sensor, we first per-
form the face detection and extraction using the Viola-Jones
algorithm [17] by considering its robustness and performance
in the real-time scenario. Since the working distance of face
sensor in constrained environment is between 2 - 4 meters

with a normal background, the employed face detector has
shown the good performance in detecting the face from each
frame. However, it rarely results in false detection which can
be addressed as mentioned in [18]. After accurately localizing
the face, we carry out the eye detection by employing the
Viola-Jones algorithm [17] trained to detect the eye region in
the face. Let the detected face and eye images from image I
be If and Ie respectively.

B. Feature extraction and classification

Once after extracting both face If and eye Ie region
from the image I , we propose to carry out two different
feature extraction schemes namely: Binarized Statistical Image
Features (BSIF) and Local Binary Patterns (LBP) to accurately
extract the micro-texture components that in turn will be used
to make the decision about I as either normal or as artefact
sample.

1) Binarized Statistical Image Features (BSIF): In this
work, we propose to employ the Binarized Statistical Image
Features (BSIF) [14] to effectively capture the micro-texture
from both face If and eye Ie image. The idea of the BSIF is to
represent each pixel as a binary code obtained by computing its
response to a filter-bank that is trained utilizing the statistical
properties of a set of natural images. Thus, the training process
is a crucial step in accurately constructing a filter which in turn
characterizes the image to have a BSIF descriptor [1].

In this work, we employed the open-source filters [14] that
are trained using 50000 image patterns randomly sampled from
13 different natural images [19]. The learning process to con-
struct these statistically independent filters involves three main
steps namely [14] [1]:(1) Mean subtraction of each patches (2)
Dimensionality reduction using Principle Component Analysis
(PCA) (3) Estimation of statistically independent filters (or
basis) using Independent Component Analysis (ICA). Thus,
given a 2D face image patch If (x, y) and a filter hi of same
size then, filter response is obtained as follows [14] [1]:

ri =
∑
x,y

If (x, y)hi(x, y) (1)

Where x and y denotes the size of the 2D face image patch and
hi, ∀i = {1, 2, . . . , n} denotes the set of linear filters whose
response can be computed together. The filter response ri is
binarized to obtain the binary string as follows [14]:

bi =

{
1, if ri > 0

0, otherwise
(2)
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Fig. 2. Qualitative results of BSIF on 2D mask CASIA Face spoof database (a) Normal samples (b) Artefact samples

Finally, the BSIF features are obtained as the histogram
of pixel’s binary codes that can effectively characterize the
texture components in the face image and lets denote this as
BIF . we repeat this procedure on eye image Ie to obtain its
corresponding features denoted as BIE .

Figure 2 and 3 shows the qualitative results of the BSIF
features on both 2D and 3D face masks database namely:
CASIA face spoof database [12] and 3DMAD database [13]
respectively. As observed from these two figures, the use of
BSIF features independently on face and eye region will allow
one to capture the prominent information suitable for artefact
detection. Further, here it can also be observed for the visual
quality variation from BSIF features obtained on both natural
and artefact samples. These results justifies the applicability of
the BSIF for both 2D and 3D mask detection.

In this work, we have used the BSIF filter of dimension 5×
5 with 8 bits that yields a 256-bin histogram independently on
face and eye image from 2D mask attack CASIA face spoofing
database [12]. However with 3DMAD database, we extract the
BSIF features corresponding to face and eye region from both
2D image as well as the depth image rendered by the kinect
sensor.

2) Local Binary Pattern (LBP): The LBP is emerged as
a powerful means of texture descriptor that can extract a
prominent information from the local neighborhood of the
image. The LBP is widely used in many real-time applications
including the presentation attack detection [4] [2] [7]. In this
work also we employed the LBP in addition to BSIF as a
feature extraction scheme. Thus given a face image If , the
LBP code of a pixel (ac, bc) can be computed as follows:

LBPP,R =

z−1∑
z=0

T (gz − gc)2
z (3)

Where, gc corresponds to the gray value of the center pixel
(ac, bc), gz refers to the gray value of z equally spaced pixels
on a circle of radius R and T defines a thresholding function
as follows:

T (a) =

{
1, if a > 0

0, otherwise
(4)

In this work, we used the uniform patterns in computing
the LBP label that yields to the notation of the LBP oper-
ator as: LBPu2

P,R, the subscript represents the operator in a
neighborhood of P sampling point on a circle of radius R.
The superscript u2 stands for using only uniform patterns
and labeling [15]. Thus, given a face image If , we apply
LBPu2

8,2 on whole image to obtain a 59-bin histogram. The
same procedure is also followed on the eye image Ie that also
yield the 59-bin histogram.

3) Score level fusion: Once the BSIF and LBP features
are extracted from face and eye region, we use a liner Support
Vector Machine (SVM) to compute the comparison score that
are combined using weighted sum rule for determining whether
input is from normal or artefact. In this work, we employed 4
independent linear SVM classifier that represent both face and
eye region corresponding to both BSIF and LBP features for
2D mask attack from CASIA face spoof database [12]. While
on 3D mask attack, we employed 8 different classifiers that
represent both 2D image as well as depth image with face and
eye region corresponding to BSIF and LBP features. The final
decision is achieved by combining the decision from these four
classifiers as follows:

De =

N∑
k=1

wkCk (5)
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Fig. 3. Qualitative results of BSIF on 3DMAD database (a) Normal samples (b) Artefact samples

Where, w indicates the weights such that
∑N

k=1 wi = 1. In this
work, the weights are computed by measuring the individual
performance of Ck as mentioned in [20] on the development
database and evaluated on the testing database.

C. Baseline Face recognition system

In order to evaluate the spoofing performance of 3D
masks on 2D face recognition system, we employed the well-
established face recognition baseline system based on the
Sparse Representation Classifier (SRC) [21] [22]. The obtained
results on the adopted protocols are presented in the following
sections.

III. EXPERIMENTS AND RESULTS

This section reports the experimental results obtained
by adopting the proposed scheme on two different publicly
available 2D face mask database namely CASIA face spoof
database [12] and 3D face mask attack database namely
3DMAD [13]. The performance of the proposed PAD algo-
rithm is measured using two kind of errors [23] namely: (1)
Attack Presentation Classification Error Rate (APCER) where
attack (fake or artefact) presentation incorrectly classified as
normal (real) presentation. (2) Normal Presentation Classifi-
cation Error Rate (NPCER) where normal presentation incor-
rectly classified as attack samples. Finally, the performance of
the overall PAD algorithm is presented in terms of Average

Classification Error Rate (ACER) such that:

ACER =
(APCER+NPCER)

2
(6)

Thus, lower the values of ACER better is the performance. In
the following section, we present the results on 2D ace mask
and 3D face mask database that was employed in this work.

A. Results on 2D mask attack

The performance of the proposed scheme is evaluated on
the 2D mask artefact samples available within the CASIA face
anti-spoofing database [12]. This database is comprised of
50 subjects whose videos are recorded using three different
cameras by simulating three kinds of attacks that include
warped photo attack, cut photo attack (or 2D masks) and
replay attack by playing a video. Since the artefacts (or
spoof) samples are collected using three different cameras this
database will allow one to test the performance of the proposed
PAD scheme against different resolutions as well as image
quality. Among the three cameras, first camera will record a
low resolution samples with a height and width of 640× 480
pixels. While the second camera will record a normal quality
samples that is carried out using newly installed web camera
that can record the image with a height and width of 480×640.
Finally for the high quality recording, a high resolution SONY
NEX-5 camera was used that can record the samples with a
height and width of 1920× 1024 pixels.



TABLE I. PERFORMANCE OF THE PROPOSED PAD ALGORITHM ON 2D MASK ATTACK WITH VARYING RESOLUTION ON CASIA FACE SPOOF DATABASE

Training
Performance of the proposed PAD scheme on testing dataset in ACER (%)

Low Resolution (LR) Normal Resolution (NR) High Resolution (HR)

Low Resolution (LR) 07.14 01.25 02.14

Normal Resolution (NR) 04.12 06.45 01.14

High Resolution (HR) 0.95 01.02 07.12
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Fig. 4. Examples of 2D masks from CASIA face spoof database (a) Normal
samples (b) Artefact samples (or 2D mask samples)

Since in this work, we are evaluating the proposed PAD
algorithm to detect and mitigate the mask attacks, we consider
the samples (both normal and artefact) corresponding to cut
photo attack that can simulate the 2D mask attack. In order
to generate the high quality 2D mask artefact, firstly a high
quality image is captured for every subject using SONY NEX-
5 camera with a resolution of 1920×1080. This photo is then
printed on the copper paper to generate a very high quality
of print artefact samples. Now in order to generate the 2D
mask, the eye regions are cutoff. This kind of attacks are very
prominent on the face recognition systems because they can
capture the blinking action. Finally, attacker will wear this
photo and present himself to the face sensor. Figure 4 (a) -
(b) shows the examples of 2D mask artefact and also normal
samples from CASIA face spoof database.

In order to effectively evaluate the proposed PAD algorithm
on 2D face masks from CASIA face spoof database, we
follow the standard protocol provided for the evaluation for
this database. This protocol divides the whole database of 50
subjects into two different independent groups such as training
dataset with 20 subjects and testing dataset with 30 subjects.

Table I shows the performance of the proposed PAD
scheme on 2D Mask attack with varying resolution of captured
normal and artefact face samples. The results tabulated in
this Table I allows one to understand the role of image
resolution especially on the presentation attack and its impact
on the proposed PAD algorithm. To this extent, the proposed
PAD algorithm is first trained on the Low resolution 2D
Mask samples and tested on both Normal and high resolu-
tion samples. Similarly, this procedure is repeated with other
resolutions to get a complete overview on the performance of
the proposed PAD algorithm. As observed from the Table I,
the proposed PAD algorithm shows the best performance of
ACER = 0.95% when trained with low resolution and tested
with high resolution. While, the challenging situation can be
equally observed with two different cases such as: training and
testing with Low resolution and training and testing with high
resolution face samples. Thus, the use of same camera for both
testing and training is still challenging to identify the 2D face
mask presentation attacks.

Table II shows the comparative performance of the pro-
posed PAD scheme with three different well established State-
of-the-art schemes. Here one can observe that, the proposed
scheme has revealed the best performance of ACER of 5.74%
that shows the efficacy of the proposed scheme for detecting
2D mask attack.

B. Results on 3D mask attack

TABLE II. COMPARATIVE PERFORMANCE OF THE PROPOSED PAD
ALGORITHM ON BOTH 2D AND 3D MASK ATTACKS (∗REIMPLEMENTED

WITH MATLAB)

Database Algorithms Performance ACER (%)

LBPu2
3×3 - LDA [16] 14.42

CASIA [12] LBPu2
3×3 - SVM [16] 12.47

DoG - SVM [12] 18.47

Proposed scheme 5.74

LBP-SVM∗ [5] 08.14

3DMAD [13] LBP-LDA∗ [13] 09.16

Proposed scheme 4.78

The proposed PAD scheme is also evaluated on the 3D
mask attack using 3DMAD database. This database is com-
prised of both normal and 3D mask attack videos of 17 subjects
recorded using Microsoft Kinect device. The 3D face mask
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Fig. 5. Examples of 3D Masks from 3DMAD database (a) Normal samples
(b) Artefact samples (or 3D mask samples)

for all 17 subjects are generated from ThatsMyFace.com. In
order to effectively evaluate the proposed PAD algorithm, the
whole database is partitioned into three independent (non-
overlapping) groups namely [1]: training, development and
testing dataset. The training dataset represents the samples
corresponding to 5 subjects which are used only to train the
SVM classifier on both local and global features from real as
well as mask face samples. The development database consists
of 5 subjects whose samples are used to tune the parameters
(eg. weights in fusion) of our proposed algorithm. Finally, the
testing database is comprised of 7 subjects which is solely
used to report the performance of our proposed scheme. We
repeat this data partition for 10 times and results are presented
by taking the average over all 10 runs.

Table II shows the performance of the proposed algorithm
on 3DMAD database that indicate the superior performance
of the proposed scheme with ACER of 4.78% and thereby
emerged as the best PAD algorithm on both 2D and 3D face
mask attacks.

IV. CONCLUSION

The face mask attack is considered as the most critical
threat to the face recognition system. In this work, we pre-
sented a new face mask presentation attack detection algorithm
that is capable of detecting both 2D and 3D face masks. The
PAD scheme explores the prominent information in terms of
micro textures especially from the face and eye region using
both Binarized Statistical Image Features (BSIF) and Local
Binary Patterns (LBP). Since the use of 2D/3D masks will
introduce additional discontinuities in the form of strong edges
especially in the periocular or eye region, thus the use of
micro-texture schemes will effectively capture these prominent
information for accurate face mask detection. Further, the use
of independent linear Support Vector Machine (SVM) on both
local and global region and also independently on features
to obtain the comparison scores will further improve the
complementary information for the fusion. Finally, the score
level fusion is carried out using weighted sum rule shows the
efficacy of the proposed scheme with an improved performance
of ACER = 5.74% and 4.78% on both 2D and 3D mask
attacks respectively. Extensive experiments carried out on the
two publicly available databases shows the best performance of

the proposed PAD scheme when compared with contemporary
state-of-the-art schemes.
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